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Introduction:

There are a variety of warehouse layouts, ranging from high ceiling to open stacking to staging, from high racks with
heavy metal to mezzanine floors. A warehouse can have vehicles such as forklifts, pickers, towing trackers, and even
robots with congested spaces with floor-to-ceiling racks or enclosed picking modules. There are possibilities of different
climate zones that can exist in warehouses. The necessity to store goods that are sensitive to environmental conditions,
such as temperature and humidity. The warehouses utilize strategically placed freezers or heating units that can influence
the devices and ambiance around them. In such situations, designing is a very implicit aspect of a warehouse
infrastructure where most of the devices used are connected to the network over wireless.

Devices used in the warehouse play a vital role in the network infrastructure of the warehouse to understand the
capacity or performance facets:

Radio Frequency (RF) devices- In warehouses, RF scanners are wireless handheld devices that use a radio
frequency wireless network to communicate with a Warehouse Management System (WMS) or SAP servers to pick
products with the help of barcodes.

Automated Picking Tool & Robots: picks and retrieves goods from specified storage areas by means of an
automated system. These devices are used to increase picking productivity.

Access Points: device that allows other Wi-Fi devices to connect to a wired network and authenticate multiple end
devices. AC series - 315 supports dense deployments. AX series - 515

Wireless Printers: wireless printers that meet diverse environmental and application needs for both barcode and
RFID labeling. Printers with wireless or online connections can easily communicate beyond a specific person or user
group.

Forklifts with monitors: A forklift is mainly used to carry heavy loads across long distances of varying terrain. It's
useful for projects that require lots of materials in various places and cuts down the time and effort needed to lift, carry
and transport.
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UXI sensors: Aruba User Experience Insight (UXI) provides 24/7 intuitive monitoring, troubleshooting, and
continuous testing of Wi-Fi, wired LAN, and application performance from the perspective of an
end-user.Mapped with at least 10 APs, Keeps monitoring the wireless environments for issues by connecting

all the networks. Issues - authentications/certifications/RF interferences/End-user. Specific servers -
SAP/HTTPS/DNS - by checking the connectivity on the ports

Virtual controller: Master AP through which configs can be pushed to all the other APs.The Virtual Controller
also functions like any other AP with full RF scalability. The Virtual Controller is the single point of configuration and
firmware management

Smartphones and tablets: Due to the high cost of RF devices, many firms in the distribution trades use
consumer-grade smartphones and tablets instead. Smartphones are the most widely used mobile device in supply chain
and logistics operations

Laptops: Nearly every economic sector has been affected by computers, especially prevalent where they are visible at
all levels of an organization. Be it Online Sales, Inventory Management, Payroll, and Accounting, to track orders and
shipments to automated order processing.

There are three major strands of a warehouse network design which is the wireless infrastructure, the resiliency
of the network, and security.

3



Aruba Warehouse Solutions

Challenges

1. AP mounting: The place where APs are
placed within their designated environments is
very important when mounting them.
Mounting restrictions can occur for a number
of reasons, including safety concerns,
insufficient access, or cable issues.
Understanding the user area, spaces in between
aisles, various metal objects such as ducts,
containments, lighting & grid-work affect signal paths and cause multipath effects is very important
to decide the AP positions.

2. The choice for the type of antenna is very typical in a warehouse design. There are 2 types of
antennas: directional, and omnidirectional. The directional antenna is designed to focus the signal
into specific areas, while the Omni-directional antenna provides the user with 360 degrees of
coverage. This is a common mistake, we assume that 360 degrees are better than focused coverage. If
the antenna is placed in the ceiling, it is better to have a focused coverage area to the ground. The
Omni-directional lacks sufficient coverage at ground level but serves well in a low-mounted user
seated area.

3. Metal racking: Radio frequency attenuation is constantly changing (shelves filling and emptying,
forklifts moving loads around, and so on), and small devices which need good coverage.

In a warehouse, inventory is temporarily stored, Racks are stacked with the inventory. In this case,
the rack is emptied and goods are moved for repacking and shipping.

RF environments in warehouses are affected by changes in inventory levels. When the rack is empty,
the amount of attenuation created by the rack decreases. The signal propagates differently through a
warehouse due to this phenomenon. The degree of isolation between access points can affect roaming
and also increase CCI(Co-Channel Interference). Inventory levels will increase attenuation, which
can cause RF coverage to become less effective

Mezzanine levels are usually built with metal all around them, the distance from the ceiling to the
floor is sometimes short, product stock everywhere, and people are constantly going inside and out of
the mezzanine. Mounting an access point with an antenna can be a real challenge here.

4. The type of goods: stored in the racks can also affect the signal in the same way. If the wireless
design is designed for light-weighted dry goods that produce very little attenuation and the inventory
of the rack later changes after the network is deployed, to dense liquid products which produce high
attenuation then this will have a significant impact on the signal and network.
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5. Climate as a factor: Ground level to the ceiling of a warehouse can experience a wide range of
temperatures. While designing wireless networks, humidity is not given importance, in the outdoor
deployments humidity often degrades performance due to absorption, reflection and scatter. It doesn't
affect indoor deployment.

Weather conditions can have a huge impact on wireless signal integrity. Compared to a normal day
performance during a rainy day may degrade due to the water drops which reflect the signal. Fog and
rain can weaken signals as they pass through.

Refrigerators and freezers have thick insulated walls which will block the signal from being able to
make a way through into, or out of the area.Inventory stored in refrigerators and freezers can also
produce higher levels of attenuation than usual. Damage to the equipment such as cracked circuit
boards, revamping of cabling are common issues found in cold environments. The hardware can
freeze and you’ll have to chip off the ice covered on it and even after that there is no guarantee that
the access point will work properly.

Also if water enters the antenna the quality of the RF path can be compromised.Access points can be
flooded by water, affecting connectors and transmission lines, as well as causing mechanical damage.

6. Business continuity: Software updates are often rolled out without being properly tested and
intimated beforehand, leading to unplanned downtime, which eventually disrupt the business

The infrastructure consists of computers, servers, and network devices, this is the technical core
component that connects people and data. Quite often, the value of this core component is
underestimated. Consequently, system problems result in productivity lags and other problems along
the supply chain.

Across businesses, we have encountered a variety of infrastructure issues such as Internet connection
degradation, frequent network disconnections, poor server and computer performance which halts the
warehouse function.

7. Security: Companies with internal WMSs, logistic systems, and supply chains are vulnerable to
attacks. It doesn't just mean providing the software and hardware for those systems, but also ensuring
the security of those systems. No matter how deeply buried your internal network is or how easily
accessible your internet-accessible systems are, threats will exist against them, available only to
authorized users, including the enterprise data warehouse and related analytics systems. As more and
more web-enabled applications access information resources on the Internet, this threat is
compounded by the connection between enterprise infrastructure and the Internet.

Security attacks come from external sources, a common misconception. Today hackers are no longer
breaking through the back doors, they are stealing the keys and entering with the front door. Having a
firewall for the enterprise network is safe, the application is password protected is a misbelief.
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Solution:

1. The placement of access points within a campus is an essential part of building a wireless
infrastructure. In order to provide maximum coverage in the warehouse having mezzanine floors,
access points need to be located strategically. Avoid installing APs above suspended ceilings and near
metal objects that will cause issues with multipath. Keep APs away from objects that will interfere
with RF signals.

2. Identifying the correct antenna for that particular environment is very important. Omnidirectional
antennas are primarily used to cover large open spaces, while Directional antennas focus on specific
areas with potential barriers that may interrupt the signal. In a warehouse, which often has high
ceilings, the correct antenna choice and placement are extremely important.

3. Interference: Mezzanine levels are usually built between isles, mostly with metal all around.Signals
don't always follow a direct path when being transmitted. It bounces off nearby indoor and outdoor
objects and reflects back at different times.Selection of an AP model should utilize multipath signals
which originate through reflection taking advantage of multipaths for a better performance.

4. Designing a warehouse's cold areas to extreme temperature and humidity requires choosing the
right ruggedized access point models which can support cold areas,extreme temperature and
humidity requirements.(Temperature: 0C to +50C / +32F to +122F Relative humidity: 5% to
95%)(Temperature: -40C to +70C / -40F to +158F Relative humidity: 10% to 100%).

5. Aruba Central Management: Manages all the APs, config to be pushed to Master AP without the
VPN. Upload floor plan and map APs. Pinpoint the location of the end device via triangulation of
APs. Airmatch - manages the RF signals and consolidates the data
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6. Resiliency- Typically, network redundancy is used to add an additional instance of a network device.
It serves as a backup mechanism to ensure minimal downtime and continuity of network service.
Network redundancy is achieved through the addition of alternate network devices. Designing
redundancy in a wireless network relies on such arrangement of Access Points so that at any place,
the client device sees at least two or three access points on different channels. In this plan,
redundancy should be considered for network devices such as switches, routers, gateways, firewalls,
WAN controllers, and ISP connections. Consideration should also be given to redundant components
like power supplies, CPUs, and network cards. While downtime may be unavoidable, it doesn’t have
to be debilitating. These are some ways to reduce warehouse downtime, recover more quickly, and
minimize the impact of downtime on warehouse operation.

7. Security to endpoints, servers, and applications: Each organization has tons of data to protect.
Important business data, customer information, and confidential documents should not leak. Security
for networks includes firewalls, antivirus software, application security, network analytics, types of
security related to networks(endpoint, web, wireless), and VPN encryption, among many others.

An organization's IT infrastructure relies on servers to ensure that a large number of users have
access to the same information or functionality remotely. Hardening a server's security is an essential
part of ensuring its maximum protection. To boost overall server security, apply a combination of
basic and advanced security measures to address vulnerabilities in your server software and operating
system.

A network access control solution is an element of endpoint security. This describes the
unauthorized access to sensitive data and enterprise networks by means of a variety of protocols and
processes. Typically, endpoint security is administered by a central administration server, which
monitors and manages all connections between endpoints and the network

The term application security refers to the practice of adding security features to software and apps,
like preventing data breaches, cyber-attacks, and data theft, as well as creating service-level
agreements. These security measures prevent unauthorized access by using firewalls, encryption
programs, and antivirus programs.

Maintaining user privileges and controlling access to information system applications alone provides
adequate protection for the strategic asset. Without adequate endpoint and application security,
businesses risk losing control of sensitive data once their network is breached through an unsecured
device.

Once a business's network has been breached via an unprotected device, there is a risk of losing
control of sensitive data without adequate security measures.

Tip- “To get the best performance out of your wireless network, you must ensure that your access
points (AP) are in the most optimal locations and that other radio emitters, which can cause
interference, are kept to a minimum. This requires you to periodically perform site surveys of your
wireless network. The recommended time frame for the wireless survey- once in 6 months- 1 year.”
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